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Reply Comment, RM-11831,
by Hans-Peter Helfert, DLEMAA,
c/o Spezielle Communications Systeme GmbH & Co. K&ermany

Dear Sirs and Madams,

Professor Theodore Rappaport, in his “Reply Comirletier to the FCC on April 27, 2019,
says | have written untrue and “disingenuous” staets in my Comment on RM-11831.

As outlined below, his comments may be rejectedascurate or mis-informed and by doing
so brings into question his entire 27 page filing:

https://ecfsapi.fcc.qgov/file/10429199250117/FCC%26ir8620Reply%20t0%20Comments%20RM%2011831. pdf
(See section VIl.)

It is possible Professor Rappaport is unfamiliahvihe difference between modem onboard
compression and external compression through atigit software or he deliberately mixes
these two points to underpin his thesis of "effecencryption”. Professor Rappaport's
assumptions are in fact categorically false.

| will reiterate, that all SCS modems contain a itmmmode as a standard tool. This means
that all parts of alutomaticRepeat RQuest (ARQ} message can be monitored entirely by
third parties. This feature has absolutely no i@tatio the external application software
connected to the modem.

The only requirement for monitoring of ARQ datathiyrd parties using a PACTOR modem
and asimple publicly available terminal program (external application)?, is sufficient signal
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to noise ratio, a similar requirement when attengpto listen to any transmission whether it
be RTTY, CW, voice, etc. PACTOR has been desigodtiat each ARQ packet can be
monitored. Each packet will be automatically anthptetely decompressed if internal
compression is used, as the internal compressitreimodem (Huffman, PMC) only extends
over a single pack&tEach PACTOR information packet also has a symihation

preamble, which makes it easier to synchronizeraad the data through third parties, even at
high tuning offsets.

Monitoring a communication between two PACTOR mod@wer the air can be
demonstrated using a third receiver, the moden?MON” modé¢, and a simple terminal
program.

If an external application (software) uses commamgression over an entire file (e.g. LZH,
JPEG, etc.) and the payload information is transehivia PACTOR, the compressed and
initially illegible data stream can be displayedtba terminal program. In this case nearly all
packets of a message must be read in order toncditalecoding information and then
completely decompress the information to read glain language. Again, this has absolutely
nothing to do with the modem itself, but only witle application software that sends a
payload to the modem for transmission.

Nevertheless, “eavesdropping” on Winlink commundaret between two connected stations
using Winlink software with ARQ and entire-file LZEbmpression has been successfully
demonstrated, and one such illustration has bedrasea Comment by Dr. Gordon Gibby
(https://ecfsapi.fcc.qov/file/10410170249078/FCCRIg31-4.pdj,

counter to Professor Rappaport's and many othiengldat it is “impossible”.

Please take these facts into consideration with gleaision on RM-11831. Professor
Rappaport is simply not correct in his presentategarding "shortwave modems". He has
not recognized the differences between physicsiort and application layers of modern
ARQ protocols, like TCP, but instead conflates them to aid hislid and loaded assertion
of “effective encryption”.

Respectfully,

‘v /%/

Hans-Peter Helfert
SCS GmbH & Co.KG
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Excerpt from Professor Rappaport's letter:

Mr. Helfert claims “Through its almost 30 yearsdafvelopment and evolution, PACTOR has
complied with US law at all times.” | and thousarad others do not believe this is true, as
97.113 has been violated through Pactor 2 and Pacteessages that are obscured for
meaning when sent over the air. He further claithat"our comprehensive monitoring mode
allows full transparency of the PACTOR traffic,@f®r third parties. The monitoring mode is
available as a standard tool in every PACTOR mod@ims is categorically false since other
operators who own Pactor modems are unable tacepedata over amateur radio using a
stock Pactor modem with Winlink. Mr. Helfert's piogn seems disingenuous and is part of
the problem that has been created by ACDS opestigiARSFI/Winlink and SCS in
amateur radio.

Mr Helfert makes the assertion that a comprehensiveitoring mode allows for full
transparency of Pactor for third parties, but hghthbe misconstruing the term “third parties”
as being a user in the closed Winlink email netwtbek is having a message relayed within
the closed private network, as opposed to a “héndy” who would be an eavesdropper
trying to listen to the message for meaning. Theebsolutely no evidence that a random
eavesdropper can intercept the compressed Pacttermiwansmission. In fact, it is widely
known and admitted by Winlink (see my commentsis proceeding and in RM-11828) that
no one (other than signal intelligence personmsedbie to use a Pactor modem for over-the-
air intercept of other Pactor stations when used ®CS compression/ARQ. This is
precisely why the FCC must enact RM-11831.

Comprehensive monitoring mode allows for full tpaasency of Pactor for third parties, but
he might be misconstruing the term “third partias”being a user in the closed Winlink email
network that is having a message relayed withirctbged private network, as opposed to a
“third party” who would be an eavesdropper tryindisten to the message for meaning.
There is absolutely no evidence that a random eavppger can intercept the compressed
Pactor modem transmission. In fact, it is widelpwn and admitted by Winlink (see my
comments in this proceeding and in RM-11828) tlwabme (other than signal intelligence
personnel) is able to use a Pactor modem for dvegir intercept of other Pactor stations
when used with SCS compression/ARQ. This is pebgiwhy the FCC must enact RM-
11831.

L ARQ

https://en.wikipedia.org/wiki/Automatic_repeat request

2 Freeware Terminal Program, e.g. “Coolterm”

http://freeware.the-meiers.org/

3 PMC/Huffman packet-wise decompression source code (C language)
https://www.p4dragon.com/download/PACTOR Advanced Data Compression.pdf

4 PMON mode commands

https://www.p4dragon.com/download/Update Info DR7X00 Version 1 17 English.pdf
50SI model

https://en.wikipedia.org/wiki/OSI_model
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